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Agenda

• Where risk overlaps

• The problem with silos

• How to ensure everyone collaborates on risk

• Understanding and assessing risk and controls

• Balancing the push and pull of varying priorities

• Strategies for working collaboratively

• Kumbaya: Best practices for creating a harmonious, 
continuous, and streamlined risk management program



What Is Risk?

• Risk: An occurrence which negatively effects the 

institution’s pursuit of strategic goals, measured using impact 

and probability.

• Risk management: The process of methodically addressing 

potential risks tied to a specific activity to maximize the benefit 

of the activity and working to reduce risk.



• Operational

• Transaction

• Strategic

• Reputation

• Compliance

Risk Categories

• Cyber

• Concentration

• Credit

• Geographical

• Cloud



Uncovering Risks

Questions to Consider:

• Do you have concentration issues?

• What can go wrong in your processes?

• How can fraud occur in your business?

• What might interrupt your business processes? 

System outages? Phone outages?

• What project and change risk is happening in your business?



Uncovering Risks (continued)

Questions to consider:

• Do you have high-risk customers in your portfolio? 

If so, how are they managed?

• What key regulations govern your business? 

• Are there other governing bodies to consider?

• What are your revenue goals?

• Have you been successful in reaching desired market share?

• What other risk categories apply to your business?



Risk Doesn’t Stay in One Lane

As regulatory guidance has expanded the scope of regulations over the past few years, the 

overlap between different departments and business lines has grown significantly. 

Risk Compliance IT Marketing Finance Operations Lending Human 

Resources

Legal



Compliance Risk

• Compliance risk: The risk that an institution will violate 

a law, regulation or rule or fail to follow 

the institution’s own internal policies. 

This can have reputational, financial, 

and regulatory consequences.



Compliance violations aren’t just 

compliance department problems. 

VENDOR MANAGEMENT

Santander Bank

$10 million

Third-party vendor used illegal 

overdraft practices

GOVERNANCE

U.S. Bank

$613 million

Failed to file SARs after putting a 

cap on automated BSA alerts

Ignored internal review

noting the problem

MARKETING

Bank in Oklahoma

$200k

Ignored “Do Not Call List” 

telemarketing laws & UDAP 

violation for claiming to be 

government employees

IT/VENDOR MANAGEMENT

CU in Texas

Vendor’s ransomware attach 

resulted in data breach. Spent $ on 

ID monitoring services for members

COMPLIANCE

Navy FCU

$5.5 million

Inadequate compliance 

controls and employee training  

resulting in false threats about debt 

collection

Compliance Risk



IT/Cybersecurity Risk

Cyber risk: Having the tools, policies, and 

procedures to identify and mitigate internal and 

external cyber threats and vulnerabilities.

This can impact compliance, reputational, 

financial, and operational consequences. 



IT/Cybersecurity Risk

IT and cybersecurity overlap with many other areas of risk.

• GLBA

• Vendor management

• Human resources (ex: social engineering training)

• Marketing (ex: breach response PR)

• Operations



Overlap – Security Breaches

Consider security breaches of critical vendors, a regulatory 

hot topic. It touches at least five areas of risk management:

1.  Vendor management. 

2.  Cybersecurity. 

3.  Business continuity planning. 

4.  Compliance. 

5.  Risk management. 



Overlap – Security Breaches

Vendor management

Compliance

Cybersecurity
BCP

Risk 

management

Risk management, business continuity 

planning, compliance, cybersecurity 

and vendor management aren’t 

stand-alone elements of an 

operational risk management 

program—they are intertwined.



Understanding Overlap

In theory, overlapping requirements like these should 

make risk management simpler for banks—one person or 

team can address these concerns and report back to 

everyone who needs the information.

But that’s not always what happens.



Silos Don’t Recognize Overlap

Risk management
(CEO)

Compliance

(Compliance)

Cybersecurity
(IT)

BCP
(IT)

Vendor 
management

(Compliance)



Overlap – BCP

BCP relies on inter-operational departments

• A good plan uncovers interdependencies to understand what functions 

are needed and reduce the risk of a long outage.

• Ex: Deposit operations may rely on accounting, IT, and lending. 

Every department probably relies on IT.

• Gaps in RTOs & RPOs if a function fails to account for an interdependent function. 

• Ex: If accounting has an RTO of 12 hours, deposit operations isn’t going to be able to restore 

operations in 6 hours. Each area needs to understand and account for interdependencies. 

• Vendor management: Which vendors are needed to operate in a business-as-usual 

environment? Which may aid in recovery?



Ignoring the Overlap

3 problems with ignoring the overlap

• Redundancies

• Inefficiencies

• Discrepancies



Danger Ahead!
Operating in Silos



Coming Together to Evaluate Risk

The strategic approach

• Invite representatives from relevant risk areas to discuss possible risks.

• Consider each type of potential risk and risk any potential solution 

might introduce.

• Invest time to investigate issues raised.

• Measure inherent and residual risk of activity.

• Determine if residual risk falls within the FI’s risk tolerance.

• Choose solution appropriate for FI’s risk tolerance and strategic goals.



Coming Together to Evaluate Risk

The risk management approach

• All relevant parties included in the discussion.

• Uncovers problems, conflicts & risks early on.

• Address issues at the beginning when things are 
most flexible.

• Leverages existing work and data to reach a consensus.

• Smarter decision making



Assessing Risk



Risks, Controls & Risk Appetites

• Every department faces risks.

• Those risks are managed with controls.

• The presence of controls (or lack thereof) influence the amount 

of residual risk in a given area and for the institution as a whole.

• Risk appetite/tolerance should be set by the board and serve as 

a guidepost for decision making.



Risk Assessments

A risk assessment:

• Evaluates real-world risks and the specific controls 

an institution uses to mitigate their impact.

• Measures inherent risk (the amount of risk 

without mitigating controls) and residual risk (the 

amount of risk taking mitigating controls into 

account).

• Determines the effectiveness of controls



Testing- 2nd Line of Defense

• Are the controls identified in our risk assessments effective at 

mitigating the associated risks?

• What do we test?

• QC/QA at the process level, compliance testing, internal control effectiveness 
assessments, IT/Cyber controls, etc…

• How do we test?
• Centralized v. decentralized strategy

• Add value by engaging internal audit

• Professional ‘testers’

• Leverage existing core competencies

• Impartial and objective results



Testing- 3rd Line of Defense

• Formal internal audits of key risk areas
• Compliance, BSA, IT/Cyber, Operations, etc…

• In-house or outsourced?
• In-house internal audit may provide added value as testers of the risk and 

control environment.

• May conduct separate internal control testing or include this in relevant audits.

• Provides feedback to strengthen and improve risk assessments.

• Formal process for reporting and remediation.

• Outsourced audit firms may also provide these services, but at additional cost.



Testing- 3rd Line of Defense  (continued)

• Bi-directional flow of risk and control information.

• Leverage ERM software to capture testing 

results and aid program improvements 

via automation and integration.



Remediation

How do we track and remediate exceptions?

• This process can be used for ineffective controls, negative vendor impacts, 

identified gaps in BCP, failed compliance tests, internal audit findings, external 

audit findings, etc…

• Impact- prioritize by risk level

• Describe what is broken

• Assign responsibility and accountability for remediation

• Determine a timeframe

• Have a specific plan

• Execute

• Oversee and manage with dashboards and reports



Governance



Effective Governance

• Board: Promote a risk management culture, determines the bank’s 

risk appetite and approves how risk is governed.

• Board committees: Comprised of board members and addresses 

risks facing an area like IT, risk management or compliance. A liaison 

from management should compile and manage committee meetings.

• Management: Executes the board’s strategic goals and reports results.

• Departments: Develops and monitors controls for risk. 

Meet separately from committees and reports to department head.



Governance Hierarchy

BOARD
Ultimate Responsibility

IT 

DEPARTMENT

MANAGEMENT
Executes 

Strategy

MANAGER
Liaison to the Board/Responsible for 

Vendor Management

COMPLIANCE

DEPARTMENT

OTHER

DEPARTMENTS 

INVOLVED IN VM

BOARD COMMITTEE
Oversees Vendor 

Management



Governance: Everyone Institution Is Different

There is no one-size-fits structure.

• While the board is ultimately responsible for risk, compliance and other 
key areas, the rest of the structure if flexible.

• It depends on the size & complexity of the institution.

• It also depends on the knowledge and experience of staff.

• Risk management could be run by IT, compliance, or another area.

• Have someone in place who can make decisions and ensure two-way 

communication.

• Make sure roles are assigned and staff is accountable.



Navigating the Push & Pull



Navigating the Push & Pull

• How much risk are you willing to take?

• Explain the real-world impact

• Communication should go both ways

• Deputize someone to resolve disputes

• Involve HR



Build Relationships Before Making Requests

• High value placed on inter-departmental communication 

and collaboration.

• Establishing committees with identified charters can break 

down silos and foster communication.

• Everyone needs to know where the other is coming from and feel 

as though the other party recognizes the impact of the request. 



Explain the Real-World Impact

• Ensure there are policies & procedures in place.

• Ex: Press releases should go through compliance 

& legal before publication.

• Train staff in all relevant policies & procedures.

• Explain why policies & procedures exist and 

the potential consequences to the institution 

(and their careers) if they violate them.



Communication Goes Both Ways

• Risk management and compliance can’t just issue edicts.

• Two-way communication is essential.

• Feedback should be welcome and considered.

• Understand and respect the other’s challenges.

• Find compromises, if possible. 

• How do we send a consistent message?

• How do we receive and process feedback?



Deputize Someone to Resolve Disputes

• Create a culture where collaboration and 

compliance are expected. 

• Make sure everyone understands the FI’s 

priorities and everyone is following the 

same playbook.

• Designate someone at the C-level to 

resolve disputes.



Involve HR

• Ensure onboarding and training addresses how risk management 

& compliance is a part of everyone’s job description.

• Incentivize risk management/compliance and address it in performance 

reviews.

• Ask HR to seek out candidates with risk management skills

• C-level executives: Judgement skills and risk management experience.

• Mid- and- lower level positions: Background and personality traits that suggest 
they work collaboratively and are open-minded and inquisitive.



Kumbaya!
Creating a harmonious, continuous, and 

streamlined risk management program



Kumbaya!

Give everyone a seat at the risk table.

• Risks intersect, and sometimes that intersection isn’t apparent until 

the right person at the table brings up a new perspective.

• Involve staff at different levels, not just the C-suite.

• Frontline staff are often closer to risks and can give perspective.

• Think broadly about which areas of the institution should be represented. 

• IT and compliance may be top of mind, but areas like human resources, 

marketing and deposit operations belong there too.



Kumbaya!

Integrate risk into processes.

• Address risk management when discussing initiatives.

• What are the key objectives in our strategic plan?
• What risks stand in the way of us achieving these objectives?

• Ensures that every business line and department is aware of risk. 

• No one should be surprised that risk is part of the initial 
discussion or ongoing processes.



Kumbaya!

Position risk early in the strategic process.

• When onboarding a new product, vendor or undertaking a new initiative, 

require a risk assessment.

• Review critical risks such as how how it would impact consumers and their data. 

• Share information that can aid in monitoring, measuring and mitigating risk.

• Involve all involved stakeholders for a 360-degree view of risk.



Kumbaya!

Recognize the value of existing risk management practices.

• Many departments already have their own metrics and system for 

managing risk. 

• Recognize what they have and the work they’ve put in.

• Bring that data to other departments to show where risks overlap. 

• Work with existing data and processes, particularly while they are generating strong 

results.

• Synthesize these metrics/systems into a common risk language and use it across your 

ERM program.



Kumbaya!

Show how risk management can simplify efforts.

• Some people think the goal of ERM is to play “gotcha.” 

• ERM is a second line of defense.

• Show how ERM makes processes safer and adds value. 

• Demonstrate how involving risk management from the beginning saves time and 

lessens overall risks.

• If done right, ERM can actually improve communication throughout the entire organization.

• Creates a culture of risk awareness.

• Standardized risk language that all can speak.



Kumbaya!

Reporting

• An opportunity to educate. 

• Stakeholders and decision makers should be present. 

• Ensure the institution is working within its risk tolerance.

• Ensures every business line and department is aware 

of what’s going on.

• The granularity of risk related reports should be 

commensurate with the stakeholder group.



Questions?



Subscribe to our blog:

www.ncontracts.com/blog

Learn More:

Listen to our podcast:

http://www.ncontracts.com/ncast

http://www.ncontracts.com/blog
http://www.ncontracts.com/ncast

